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SpaceApp (Bahaus Dessau Informatika LLC)  
AI NOTETAKER POLICY 

Effective Date:  01/01/2025 
Last Reviewed: 06/10/2025 
Applies to: All SpaceApp employees, contractors, subcontractors, and partner companies 

 

1. Purpose 

This policy governs the use of artificial intelligence (AI) transcription and notetaking tools (e.g., Otter.ai, Fireflies, 
Fathom, Zoom AI Companion, Microsoft Copilot) during meetings, calls, and other collaborative sessions involving 
SpaceApp or any of its partner organizations. The intent is to ensure AI notetakers enhance productivity and information 
accuracy without compromising security, privacy, or compliance obligations. 

 

2. Scope 

This policy applies to: 

 Internal SpaceApp meetings 
 External meetings with clients, partners, vendors, or government agencies 
 Hybrid or virtual sessions involving AI transcription tools 
 Any affiliated personnel, including employees, subcontractors, collaborators, and third-party vendors 

 

3. Approved Use Cases 

AI notetakers may be used only under the following conditions: 

 Internal Meetings: Use of AI notetakers is permitted for internal planning, technical reviews, sprint standups, 
or team syncs, provided the content does not contain Controlled Unclassified Information (CUI), proprietary 
client data, or classified discussion. 

 External Meetings: Use is strictly prohibited unless: 
o All participants are notified and give explicit verbal or written consent. 
o The content is cleared of any export-controlled, ITAR, classified, or CUI-sensitive data. 
o The AI platform used is on an approved vendor list (see section 6). 
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4. Prohibited Use 

The following use of AI notetakers is explicitly prohibited: 

 Recording any meeting containing classified, ITAR-regulated, or CUI data 
 Using AI notetakers with clients in the DoD, IC, or federal agencies without prior written authorization 
 Storing AI-generated notes on unapproved cloud platforms 
 Uploading audio recordings to third-party transcription tools without data sanitization and pre-approval 
 Using AI tools that store data outside of the U.S., unless part of a FedRAMP-certified service 

 

5. Consent & Notification Requirements 

Before using an AI notetaker, the meeting host must: 

1. Disclose the use of an AI notetaker in the meeting invite and at the beginning of the session. 
Example: “This session may be transcribed using an AI notetaking tool. Please let us know if you do not 
consent.” 

2. Obtain explicit approval (verbal or written) from all participants. 
3. Stop the tool immediately if any participant does not agree. 
4. Log the consent and maintain a record of approval for at least 12 months. 

 

6. Approved Tools and Security Criteria 

Only the following AI notetaking tools are approved for limited internal use (with appropriate consent): 

Tool Conditions of Use Security Certification 

Microsoft Copilot (Teams) 
Internal use only, behind M365 Government  

Cloud (GCC) 
FedRAMP Moderate 

Otter.ai (Pro/Business) Internal non-sensitive meetings; never external Data centers in U.S., SOC 2 

Fireflies.ai (Enterprise) Must be configured with U.S.-only storage region 
ISO 27001, SOC 2, no EU 

storage 

Note: Use of Zoom AI Companion, Google Duet, or ChatGPT voice transcription is not permitted unless explicitly 
approved by the Security Officer and configured for secure operation. 

 

7. Storage and Data Handling 

 AI-generated notes must be reviewed, redacted (if necessary), and stored in SpaceApp-approved systems 
(e.g., Confluence, Notion, secure SharePoint). 

 Raw transcripts or audio files must not be shared externally or retained beyond 30 days unless part of a 
project deliverable. 
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 Any data classified as export-controlled, CUI, FOUO, or proprietary must never be processed or stored by 
AI notetakers. 

 

8. Violations and Disciplinary Action 

Violating this policy can result in disciplinary measures, up to and including: 

 Removal from project work 
 Contract termination (for partner organizations or subcontractors) 
 Notification to relevant government stakeholders (for CUI/CNSSI breaches) 
 Legal action for breach of NDA, ITAR, or other applicable statutes 

 

9. Exceptions 

Any exceptions to this policy must be requested in writing and approved by SpaceApp’s Security and Compliance 
Lead. Exception requests must include: 

 Purpose and scope of AI notetaker use 
 Meeting type and data classification level 
 AI tool and storage location 
 Retention and access controls 

 

10. Review and Updates 

This policy will be reviewed biannually or upon major changes in regulation (e.g., DoD CIO guidance, FedRAMP 
updates, EO on AI). All personnel must re-acknowledge their compliance during review cycles. 

 

11. Contacts 

For questions, requests, or reporting violations, contact: 

 IT Helpdesk: customer.service@spaceapp.org 

 


